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Abstract In the proposed visual cryptography schemes for general access structures, the single secret image black-and-white visual
cryptography schemes with meaningful shares have been constructed, in which the shares are innocent looking images. The meaningful
shares have not been realized in single secret image color schemes; neither have the multi secret images color schemes. In this paper, the
multi secret images color visual cryptography schemes for general access structures with meaningful shares are constructed by the method of
matrix concatenation, the pixel expansion is obtained, and the validity of the scheme is proven. In our scheme, the different combination

of meaningful color shares can be used to recover distinct color secret images. The multi secret images black-and-white visual cryptography

scheme is a special case of our color scheme.
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In 1979, Blakely and Shamir "2} independently
proposed a secret sharing scheme to construct robust
key management scheme. A secret sharing scheme is
a method of sharing a secret among a group of partici-
pants. Each participant holds a piece of information,
called a share concerning the secret. Any least k
shares can be used to recover the secret; however,
any & — 1 or less shares are not sufficient to recon-
struct any information of the secret image in a (%,
n )-threshold scheme. In 1994, Naor and Shamir'®!
firstly introduced visual cryptography in Eurocrypt’
94” and constructed (&, n )-threshold visual crypto-
graphy scheme for a black-and-white secret image
(black-and-white (&, n)-VCS, for short). Shares
are used by visual cryptography to conceal the original
data that can be recovered from the overlap of several
modified images through the contrast abilities of hu-
man vision. The reconstruction can be performed by
the human visual system without any knowledge of
cryptography or cryptographic computations. Being
easily utilized by common people, the unique attribute
of secret images reconstruction has attracted the at-
tention of many researchers.

Verheul and Tilborg[ﬂ studied the black-and-
white (£, 1 )-VCS and improved the definition of
Naor and Shamir'®). Other related researches can be
referred to Refs. [5—16]. The concept of Naor and
Shamir'®! was extended by Ateniese et al.!7719)

where general techniques can be used to construct vi-
sual cryptography schemes for general access structure
((Iquats T'Fob)-VCS, for short), and (#n, n)-VCS
was obtained, which are optimal with respect to the
pixel expansion. Color visual cryptography scheme is
another interesting research topic, through which
users can share a color secret image. Verheul and Van
Tilborgm introduced a theoretical construction for a
color (k, n)-VCS. Other related researches can be
referred to Refs. [20—26].

From the above mentioned studies we know
that, in the so far used models of visual cryptography
schemes for single secret image, researchers have con-
structed black-and-white visual cryptography schemes
with meaningful shares, including the schemes for
general access structures, but in color ( I'guts Ipom )-
VCS, meaningful shares have not been obtained.
Many factors should be considered to share a color se-
cret image, for instance, color diversification in secret
images, color variance of meaningful shares, and dis-
tinct content which is correctly displayed in each
share. Meanwhile, the pixel expansion, contrast and
validity of schemes should also be taken into consider-
ation. Due to the above reasons, single secret image
color visual cryptography schemes for general access
structures with meaningful shares (color ( g,
P )-EVCS for short, while EVCS for extended

VCS) have not been resolved, neither have the multi
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secret images color visual cryptography schemes for
general access structure with meaningful shares

(color (I'quats I'Fort)-MVCS for short, while MVCS
for multi secret images VCS).

1 Visual cryptography schemes for general
access structures

Our schemes will use the results of previous visu-
al cryptography schemes, so we give a brief review
about the related knowledge here.

In black-and-white visual cryptography schemes,
we assume that the secret image consists of a collec-
tion of black and white pixels. Each pixel appears in
n versions called shares, one for each transparency.
Each share is a collection of m black and white sub-
pixels, which are printed in so close proximity to each
other that the human visual system averages their in-
dividual black/white contributions. The set of sub-
pixels can be represented by an n X m Boolean matrix
S =1[s;], where element s; represents the jth sub-
pixel in the 7th share. A white subpixel is represent-
ed as 0, and a black subpixel is represented as 1.
Therefore, the larger the Hamming weight H( V') of
the OR of s rows i h T of §, the higher the grey

level of the combined share, obtained by stacking the
transparencies i;, ***, i, associated with the rows
i s i This grey level is interpreted by the visual

" system of the participants as black or as white accord-
ing to some rule of contrast.

Definition 1.[%) Let ( I quats I'rorb) be an access
structure on a set of n participants. Two collections
(multisets) of # X m Boolean matrices Cy and C;
constitute a ( I'quals I'rory)- VCS if there exist the val-
ue a(m) and the set {(X, tx)!xe I satisfying:

(1) Any (qualified) set X = i, iz, s ip1 €
I'qua can recover the share by stacking their trans-
parencies. Formally, for any M € Cy, the OR V of
rOws iy, i3, ', i, satisfies w ( VI<ix—a(m) m;
whereas, for any M € C;, it satisfies w(V)=ty.

(2) Any (forbidden) set X = {i1, iz, =, il €
Tso, has no information on the share. Formally, the
two collections of p X m matrices D, with ¢ € {0,
1}, obtained by restricting each n X m matrix in C,
to rows Iy, iy, ***, i, are indistinguishable in the
sense that they contain the same matrices with the

same frequencies.

In this definition, parameter m is called the pix-
el expansion, which refers to the number of subpixels
in a share required to represent a single pixel in the o-
riginal image. It is desirable to minimize pixel expan-
sion as much as possible. The set |tx!xe r, is called

the set of thresholds.

According to the definition of black-and-white
(P quas Tro)-VCS, the following definition of grey-
level (I'quats I'rory) - VCS is proposed.

Definition 2.2 Let (I Quats T'Forb) be an access
structure on a set of »n participants and let g==2 be an
integer. The g collections ( multisets) of n X m
Boolean matrices Cy, ***, C, -1 constitute a ( I'qua,
Teo )-VCS for g grey levels, if there exist the values
ags **ya, -2 and sets { (X, ¢, x)t xergy, fori=0, -,

g — 2 satisfying:

(1) Any (qualified) set X = {jy, j2, s jp! €
I’ can recover the share by stacking their trans-
parencies. Formally, for i =0, -+, g — 2 for any M €
C;, the OR V of rows jy, ja2,
w(V)<t; x —a;*m; whereas, for any M & C; .y,
it results in that w( V)=, x.

-+, j, satisfies

(2) Any (forbidden) set X = {j1, j2, =, j, 1 €
Igom has no information on the share. Formally, the
g collections of p X m matrices D;, with i =0, -,
g — 1, obtained hy restricting each n X m matrix in
C, to TOWS j1, j2, ***s jp» are indistinguishable in the
sense that they contain the same matrices with the
same frequencies.

To share a pixel with the Ith grey level, the
dealer randomly chooses one of the matrices in Cy,
and distributes the ith row to the participant <.
Thus, the chosen matrix defines the color of the m
subpixels in each of the n transparencies. According
to Definition 2, it is a black-and-white ( I qua» I'Forb)-
VCS when g =2.

2 Multi secret images color VCS for general
access structures

Our scheme supports the RGB model. Red,
green and blue are the primary color components of
the RGB color space. All the other desired colors can
be obtained by using additive color mixing of different
RGB components. An RGB color is equal to a set of
three intensity values, one for each primary color.
This RGB color may be reproduced by mixing the
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red, green and blue component sets to these intensity
values. We defined an RGB color palette as a set of
RGB colors. The intensity of a primary color can be
defined as the grey level in the grey-level palette. A
primary color will have an intensity range between 0
and 255, with O representing black and 255 repre-
senting the maximum possible intensity of that color.
The RGB color palette is created from three grey-level
palettes, which represent the intensity palettes for
red, green and blue. Combining the members in the
grey-level palettes in all possible ways creates the col-
or palette.

In a real color system, R (red), G (green), and
B (blue) are each represented by 8 bits, and therefore
each single color based on R, G, and B can represent
0—255 variations of scale. When RGB is used to rep-
resent a color pixel, (0,0, 0) represents full black and
(255,255,255) represents the maximum possible in-
tensity of that color, namely white.

In this paper, we will use the RGB model to
represent colors. The RGB color palette is created
from grey-level palettes. Therefore, we can construct
a color scheme based on grey-level schemes.

2.1 Multi secret images grey-level VCS for general
access structures

In a grey-level VCS, the shares are black and
white. Through stacking these shares, human visual
system feels the overall effect of each share so that the
shares with different Hamming weights show differ-
ent grey levels. In an image with g grey levels, the
possible grey level of each pixel is 1, -, g. Suppose
that the difference of neighboring grey levels is the
same, where at least g — 1 bits are needed to repre-
sent these grey levels, the g — 1 bits being all 0’s
represent the first grey level, and all 1’ s represent
the gth grey level.

In the following (I’ quats Ipor)-MVCS, the com-
bination of all the meaningful shares in different qual-
ified sets will recover a distinct secret image, while
the combination of those in forbidden set can obtain
no secret information.

Lemma 1.1 e B, and B be basis matrices of
an (7, n)-VCS. Then for any Boolean matrix R
with n rows, the matrices Bg° R and B;° R are basis
matrices of a valid (n, n)-VCS, where the symbol °
denotes the concatenation of matrices.

Theorem 1. Suppose m is the pixel expansion of
a (I Qual> I'vory)-VCS for g grey levels on »n partici-
pants. We extend the shares with random patterns to
meaningful ones. Let the n cover images correspond-
ing to the n shares be hy, **-, h, grey levels, respec-
tively. Suppose m g is the pixel expansion of the grey-
level ( Iquas o )-EVCS. Thus, the grey-level

(I Quats T'Fors)-EVCS exists with the added pixel ex-

n

pansion mo=mg— m = Z (h; — 1), and the rela-
=1

tive difference of the meaningful share is ag=1/mg.

Proof. To represent 1, ---, h; different grey lev-
els, at least A; — 1 bits are required. Fori =1, -+, n,
let A; be a Boolean matrix with the size n X (h; —1).
The ith row in A, is referred to as r,, representing
the grey level of the pixel p; in the ith cover image.
If p; is the h;th grey level, r; includes (h; — k) 0’s
and (h;, —1) 1’s, where j =1, -+, h;. All the rows
in A; are all 1’s except the r;th row, thus whatever
the value of r;, the OR V} of any /1 (2<I<n) rows

in A; has Hamming weight w( Vf,‘ Y=h;—-1.

First, we will prove that the contrast condition
is satisfied. Let A = A;° - ° A, with the size of

n X (h; —1). Letting R; denote the ith row in
=y

i
n

matrix A, we get w(R;) = E (B, = 1)+ w(r).

=1

17
If pizl,..-’hi’ w(Rz): E(}l}"l),"', Z(h’.}.—
i=1 - =1
=i FE

1) + (h; = 1), which present h; different grey levels,
the contrast condition of the ith share is satisfied.
Obviously, the relative difference of the meaningful
share is ag=1/mg.

Next, we will prove the security of the scheme.
The OR V), of any 1(2<</<n) rows in A has Ham-

ming weight w(qu )= 2 (h;—1). Thus, the se-
' i=1

curity of the scheme is ensured.

Let the basis matrices of ( I'quais I'ror)-VCS for
go grey levels be B,, t+€ {1, -, go!. From Lemma 1,
B.° A are basis matrices of a valid grey-level (I’ Quals
Tron)-EVCS. Q.E.D.

Lemma 2.'%) In any (%, £)-VCS for g grey
levels, it holds that m>=(g —1)-2% "1,
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Theorem 2. Suppose mg is the pixel expansion
of a grey-level (Iquus ko )-MVCS on n partici-
pants. Let n distinct cover images have grey levels
hy,**,h,. Let PQual= {Ti ‘ 1<i<q?, l T; ' =1;,
and g distinct secret images have grey levels g, **-,
g,» respectively. Thus, the grey-level (I s I'ror)-

n

MVCS exists with pixel expansion mg= E (h;—1)
i=1
q

-1
+ >0 ( g~ 1)x 2% and the relative difference of
j=2
the reconstructed image is ag=1/mg.

Proof. From theorem 1, a grey-level ( Igu,
Ikorn)-EVCS can be constructed with pixel expansion

n
mo= 2 (h;—1), where the mq columns constitute
i=1

a matrix A.

For i=1,, q, let D; be the basis matrices of
a (t;,1;)-VCS for g, grey levels, where j =1, -, g;.
From Lemma 2, the size of D;; is t; X [(g; — 1) -

247,

We will prove that the g secret images can be
. . - . -1
shared with pixel expansion m = E (g —1)x2% .

i=2

Let B, be an n X [(g; — 1)'2t‘—1] matrix, and T, =
{riy oy r 1, where r{<--<r,. Suppose B;[ T;] is

a Boolean matrix with size ¢; X [(g; — 1) '2ti_1], the
1st row, *--, the ¢;th row in B;{ T;] are the r,th,"
-+, the T th row in B;, respectively. If the original
pixel p; in the ith secret images is the g;;th grey lev-
el, we have B;[ T;]= D;;. All the rows in B; are all
1’s except the rith, -+, the rtith IOWS.

Now, we will prove the contrast condition is sat-
isfied. Let B = By ° --- * B, with the size of n X

E(gf -1) ><2tf‘1 =5 X m. Select the r;th row,
j=2

.-+, the r, th row in B, from the above analysis we

know that OR of the ¢; rows in B;(j =1, ", i -1,
i+1,+,j) is a constant. For B;[T;] = Dy, the
contrast of the ith recovered secret image is ensured
by the contrast condition of the g; grey levels (¢;, ¢;)-
VCS. Obviously, the relative difference of the recon-
structed image is ag =1/ mg.

Next, we will prove the security of the scheme.
Considering the ith share, the secret information is in
B;. Randomly selecting the s;th row, -, the s;th

row in B, where 2<X/<(¢; —~ 1. The security of the
ith share is ensured by the security condition of the
g grey levels (¢;, t;)-VCS.

According to Lemma 1, B°A are basis matrices
of a valid grey-level (I'quas I'ror)-MVCS. Q.E.D.
From theorem 2, we have known that mg=» +
q
2 2%~ !is the pixel expansion of a black-and-white
j=2
(I'quats ko )-MVCS with n participants, where
|Pqut! = g, and the size of the ¢ qualified sets are
1, 'y ty. If any combination of no less than two
shares can recover a distinct secret image, the quali-
fied sets are all the subsets with no less than two par-
ticipants. The number of the qualified sets with size

of kis C;, k=2,, n, from which we obtain mg
=n+ >, 2871 xCp= D124 X C'. Our caleu-
k=2 k=1

lated mg is equivalent to the result in Ref. [16],
which can verify the validity of the scheme construct-
ed in this section.

2.2 Color multi secret images VCS for general ac-
cess structures

An RGB image includes the Red, Green and
Blue components, and each of them is a grey-level
image. Therefore, we can construct a color ( Dgus
Iro)-MVCS by using the grey-level (I"guas ko )-
MVCS. The following theorem is an immediate con-
sequence of Theorem 2.

Theorem 3. Let the pixel expansion be mg in a
color ( I'quals I'korb)-MVCS with n participants. Let
the color value of n distinct cover images be d;, ***,
d,. Let Fou=1T:11<i<<ql, | T;| =¢;, and the
color value of ¢ distinct secret images be cy, **
respectively. Thus, we can construct a color (I"quals
Deo )-MVCS with pixel expansion

3 n q
me= 2 (2 @® -1+ (e -1 x 27
i=1 i=2

"5 Cgs

=t
and relative difference ag = 1/(3 X mg), where the
superscripts £ =1, k£ =2, k =3 represents the red,
green and blue components of an original pixel.

4 Results

Based on a grey-level (I'qus oy )-VCS, we
have constructed a grey-level ( I'gui, I'om )-EVCS
with meaningful shares, and a grey-level ( I'gu,
T )-MVCS and color ( Iquats I'rom )-MVCS have
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been realized. Next, we will specify the construction
method for color ( I'guay Iro )>-MVCS through an
example.

Example 1

Consider a grey-level (I'quats I'rorn)-MVCS with
three participants, in which two secret images with
three grey levels denoted as S; and S, are shared,
and three cover images are all three grey levels. The
grey levels of S, and S, are expressed by g, =3 and
g2 =3, while the grey levels of three cover images are
denoted by Ay =3, h,=3 and k3 =3. Let the partic-
ipant set be P=1{1,2,3!, the qualified set to recover
S;be T;=1{1,2}, the qualified set to recover S, be
T,= il, 3}, that is, FQualz ’Tl, Tzf = {{1,25,
{1,3{1. In addition, t;=|T;[ =2, and t,=|T>]|
=2, and the forbidden set is g = 27 — Ipow,.
From Theorem 1, we can construct meaningful shares

3
with pixel expansion m,= E (h; - 1)=(3-1)+

i=1
(3-1) +(3—-1)=6. From Theorem 2, the pixel
expansion for sharing S, is (g, ~ 1) x2"! o 3-1)
X221 =45 the pixel expansion for sharing S, is
-1

(g2—1) x2' = (3—-1) x22"'=4. Therefore, the
pixel expansion to realize the above grey-level (I' g
Feo)-MVCS is mpg=mp+ m =6+4 + 4 = 14,
Next, we explicate the construction method through
a concrete matrix.

Suppose the two original pixels are the 1st and
3rd grey levels, respectively, the corresponding three
pixels in cover images are the 1st, 2nd and 3rd grey

(a)

levels. Then the basis matrix is
0011110101
B=j1 101110101
1111111111

_— O
=)
O =

1
1
0

From the above method, we can construct the
basis matrices with any grey level of secret pixels and
cover pixels. A concrete example is given in Figs. 1—
4. The combination of the 1st and the 2nd shares can
recover S;; the combination of the Ist and the 3rd
shares can recover S;. However, the combination of
the 2nd and the 3rd shares can gain nothing but a
black image.

e

Fig. 1. Cover images. (a) Cover image 1; (b) cover image 2;

(c) cover image 3.

Fig. 2. Secret images. (a) Secret image 15 (b) secret image 2.

(¢)

Fig. 3. Shares. (a) Share of participant 1; (b) share of participant 2; (c) share of participant 3.
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xle 2 gt
(a) (b)
Fig. 4. Reconstructed images. (a) Images of participants 1 and
2; (b) images of participants 1 and 3.

5 Conclusion

In this paper, we first constructed a color
(I Quals I'fory )-VCS with meaningful shares. Then,
we use the matrix concatenation to get multi secret
images color ( I'quis ko )-VCS, in which distinct
color secret images are recovered by different combi-
nation of meaningful shares. The black-and-white
(I Quats Pros )-MVCS!®] is the special case of the
above color ( I"quas I'Fo )-MVCS. Meanwhile, we
obtain the pixel expansion and contrast of the grey-
level and color (I"quus ko )-MVCS, and the validity
of the scheme has been proved.
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